INFORMATION TECHNOLOGY SYSTEM & SOFTWARE USE POLICY

I.
SYSTEM POLICY:

This policy applies to all City of San Angelo departments and employees. The City of San Angelo (City) provides information technology systems, which means any and all City equipment used for sending, receiving or accessing information by electronic means and transported on wired or wireless networks.  The information technology systems are a combination of hardware and software components that support business processes (System). System includes not only the computer, but also any software and peripheral devices like monitors, keyboards, mice, printers, scanners, handheld computer devices, etc, that are necessary to make the computer function or enhance its function.

A.
PERMISSIBLE USES

Permissible use of the System is to carry forward City business. Use is encouraged when it results in the most efficient and effective means of communication. It is the responsibility of the employee to use the System to assist in carrying out the business purposes of the City. This includes, but is not limited to:

1.
Performing job functions,

2.
Communicating information in a timely manner,

3.
Coordinating meetings of individuals, locations, and City resources,

4.
Communicating with departments throughout the City, and/or

5.
Communicating with outside organizations as required performing an employee’s job functions.

The City recognizes that under certain circumstances the employee’s occasional use of City telephones, computers, facsimiles, e-mails, copiers, Internet and similar resources for personal use may be necessary or beneficial to the City. Occasional use for personal reasons is permissible as long as it is not excessive or inappropriate. Use is defined as “excessive” if it interferes with normal job duties, responsiveness, the ability to perform daily job activities, or if it consumes more than 15 to 30 minutes of a work day. Excessive use may be determined by the department supervisor/director, or the Director of Human Resources. The City may establish separate policies governing the use of specific equipment. 

B.
PROHIBITED USES

Unless the use is related to the employee’s job duties or authorized by a supervisor, employees may not use the System for any of the following purposes:

1.
Electronic Mail:

a.
Use of Internet for the purpose that knowingly violates a federal, state, or local law.

b.
Sending or choosing to receive information that could reasonably be considered as being offensive, sexually explicit, abusive, threatening, containing ethnic slurs, racial epithets, anything that may be construed as harassment or disparagement on the basis of any protected class, or otherwise inappropriate for the workplace.

c.
Using abusive, profane, threatening, racist, sexist or otherwise objectionable language in either public or private messages.

d.
Sending or choosing to receive information that violates any City policy, including the City’s sexual harassment policy.

e.
Copying or transmitting any document, software or other information protected by the copyright laws, without proper authorization by the copyright owner. Copyright protection applies to any document, photo, software, or information unless it is specifically marked as public, not copyrighted, or freeware. In the absence of any specific copyright markings, material or information should be considered copyright protected.

f.
Defeating or attempting to defeat security restrictions on City systems and applications, or unauthorized use of a password.

g.
Intentionally and/or maliciously misrepresenting the originator of any type of electronic information.

h.
Intentionally and/or maliciously deleting material including but not limited to personal and/or business related, that may have been stored or created utilizing the City’s computer equipment. “Material” is defined as any visual, textual or auditory entry.

i.
Supporting recreational use by sending or choosing to receive non-business software or services including games or entertainment software or services.

j.
Sending or choosing to receive information related to news groups, chat rooms, instant messaging, text messaging, or other sources that are not clearly work-related.

k.
Sending or choosing to receive information for fundraising, public relations activities, political activities, or personal gain not specifically related to the business need of the department.
2.
Internet Services:

a.
Use of Internet for the purpose that knowingly violates a federal, state, or local law.

b.
Use of City provided Internet services for access to games, psychic networks, gambling, personal shopping, etc. Additionally, under no circumstances may City provided Internet services or other electronic equipment be used to obtain, view, or reach any pornographic, or otherwise immoral, unethical, or non-business-related Internet sites otherwise inappropriate for the workplace.

C.
NOTIFICATION OF PROHIBITED USE

Employees learning of any misuse or abuse of the System with the City shall notify their supervisor or the Information Technology Director. Failure to do so may result in disciplinary action.
D.
OWNERSHIP

The System and all electronic information on the System remains the property of the City and employees have no right of privacy in the use of the System even if for permitted personal use. Employees must recognize that it is within the capabilities of the System to recover previously deleted elements at any time and those recovered elements remain the property of the City.
E.
MONITORING

The City reserves the right, with or without notice, at any time, for any reason, to monitor the use of the System and to access information sent, received or stored.
F.
PUBLIC DISCLOSURE

Any information on the System is presumed to be subject to disclosure, upon request as public information. Therefore, employees should use discretion in making use of the System to discuss sensitive matters or matters in litigation. You are strongly cautioned not to put in an e-mail message anything that you would not want to be made public knowledge.
G.
ETIQUETTE

Employees are responsible for learning proper techniques and standards of electronic communication regarding content, style, distribution and appropriateness.
II.   SOFTWARE POLICY:

It is important to provide employees with appropriate software to perform their jobs. The City will provide the proper software while maintaining the U. S. Copyright Laws according to the following guidelines.

A.
The City of San Angelo purchases or licenses the use of computer software from a variety of outside companies. The City does not own the copyright to this software or its related documentation and unless authorized by the software developer does not have the right to reproduce it for use on more than one computer.

B.
Employees shall use Local Area Networking Systems or Multiple Machine Software in accordance with licensing agreements.

C.
Employees learning of any misuse of software or related documentation with the City shall notify their supervisor or the Information Technology Director. Failure to do so may result in disciplinary action.

D.
Employees are not permitted to install their own copies of any software onto City of San Angelo machines, or copy software from City computers and install it on home or any other computers. Only authorized City employees may install software and computer-related equipment. This includes, but is not limited to:

1.
Personal copies of software,

2.
Internet downloads,

3.
CD, CDR, CD R/W drives,

4.
Sound cards,

5.
Printer, speakers, keyboards, mice, monitors, scanners, game controllers,

6.
Laptops, home computers,

7.
Portable storage devices,

8.
Peripheral add-ons such as docking stations for personal digital assistants.

E.
Illegal reproduction of software can be subject to serious civil and criminal penalties; therefore employees who make, acquire or use unauthorized copies of computer software shall be disciplined as appropriate under the circumstances.

F.
The City specifically forbids the unauthorized duplication of software.

III. DISCIPLINARY ACTION:
An employee who violates any provision of this policy shall be subject to disciplinary action up to and including termination. 

INFORMATION TECHNOLOGY SYSTEM & SOFTWARE USE POLICY ACKNOWLEDGMENT FORM
Effective November 1, 2007

I acknowledge that all electronic communication systems and all information received from, transmitted by or stored in these systems are and will remain the property of the City of San Angelo.  I also acknowledge that I have no personal privacy right or any expectation of privacy in connection with my use of this equipment or with the receipt, transmission or storage of information in the City’s equipment.

I agree not to access a file, use a code, or retrieve any stored communication unless I am authorized to do so.  I acknowledge and consent to the City’s monitoring my use of the equipment at its discretion, at any time.  I agree to abide by the City’s Information Technology System & Software Use Policy.  I have read, and have been clearly informed that violation of this policy can lead to disciplinary action up to and including termination.  

Employee Signature



     Date

Employee Name (Print)



   

Department







