
ELECTRONIC RECORDS PROGRAM PLAN


CITY OF SAN ANGELO

Policy
The City of San Angelo electronic records program will comply with the rules and regulations as established by Local Government Code, Chapter 205 and administrative rules concerning electronic records adopted under authority of the statute by the Texas State Library and Archives Commission (Texas Administrative Code, Title 13, Chapter 7, Sections 7.71-7.79, “Electronic Records Standards and Procedures”).  This program will be administered by  the Records Management Officer for the City of San Angelo.

City records may be stored electronically in addition to the preservation of source documents in paper or microfilm in accordance with the City of San Angelo Records Management Plan and Procedures.   City records are maintained as a paper record and/or microfilmed in accordance with the City of San Angelo Micrographics Program Plan and with the rules and regulations as established by Local Government Code, Chapter 204 and administrative rules concerning microfilming adopted under authority of the statute by Texas State Library and Archives Commission (Texas Administrative Code, Title 13, Chapter 7, Sections 7.35 et.seq., "Microfilming Standards and Procedures").  

This policy applies to all City records created, received, stored, and retrieved on an electronic records system, whether in a mainframe environment or personal computer (PC) environment.  Those records must be identified sufficiently to enable authorized personnel to retrieve, protect, and carry out the disposition of documents in the system.  City records maintained in electronic records systems must be able to be correlated with related records on paper, microfilm, or other media.  The electronic records system(s) maintaining City records will not provide an impediment to public access of records.

Background
The preservation and protection of City of San Angelo records and the ability to retrieve those records necessary to conduct the business of the City must be the main focus of any records management program.  Records stored electronically must be preserved, protected, and disposed of,  the same as records on paper, and as on microfilm.  As more information and records are created and stored in an electronic format, the need for managing electronic records becomes critical.  Electronic records can be created, received, stored and disposed of on mainframe systems as well as personal computers (PC).  The need to manage the record is the same regardless of the computing environment.  Also, electronic records are subject to discovery actions associated with legal proceedings the same as paper and microfilm records.  Therefore, a records management program must address records creation, storage, retrieval, and disposition regardless of the record media.  

The City of San Angelo has determined that electronic records, regardless of whether they are maintained on a mainframe or on PCS, must have a paper and/or microfilm source or record copy in addition to electronic storage.

Plan
It is the responsibility of each City department to manage, through the approved Records Retention Schedules, records created and stored on electronic records systems.  An electronic records system, whether residing on a mainframe computer or on personal computers, may be used for records only if the source document, if any, or a paper copy is maintained, or if the record is microfilmed in accordance with the City’s approved Micrographics Records Plan.  

For records created, stored, and retrieved on the mainframe computer, the Data Processing Department maintains the electronic record through its life cycle, but will not determine its retention, record copy designation,  or usefulness to any City department.  Each City department determines, with the guidance of the Records Management Officer, the retention period of a record, and therefore, the acknowledges “ownership” of that record. 

The Data Processing Department is charged with the responsibility to maintain those electronic records in the mainframe computer in an environment that will ensure retrievability in a format that is intelligent and will not impede access to public records.  Up-to-date technical documentation for the mainframe computer, both hardware and software, must be maintained by the Data Processing Department to ensure availability, readability, and integrity of the record data.

Records created, received, stored, and retrieved on personal computers (PC) should be maintained in accordance with approved Records Retention Schedules, with the paper and/or microfilm copy designated as the record copy.  City departments should establish procedures for the periodic backup of records residing on a PC.   Floppy disks or other flexible disk systems, or CD-ROM may be used as storage of City records in addition to retaining the record copy on paper or microfilm.

Electronic records stored as digital images on optical media, if any, must comply with Texas Administrative Code, Title 13, Chapter 7, “Electronic Records Standards and Procedures.”
Records created, received or transmitted by City departments, whether on paper or electronic, are considered local government records, and as such, are governed by the Texas Local Government Records Act and the City of San Angelo Records Management Program.  

General
The following definitions apply to this Plan and are in conformance with Local Government Code, Section 205, Chapter 7.

Electronic record - Any information that is recorded in a form for computer processing and that satisfies the definition of local government record data in the Local Government Code, Section 205.001.

Local government record - Any document, paper, letter, book, map, photograph, sound or video recording, microfilm, magnetic tape, electronic medium, or other information recording medium, regardless of physical form, or characteristic and regardless of whether public access to it is open or restricted under the laws of the State, created or received by a local government or any of its officers or employees pursuant to law, including an ordinance, or in the transaction of public business.

Electronic media - All media capable of being read by a computer including computer hard disks, magnetic tapes, optical disks, or similar machine-readable media.

Electronic record system - Any information system that produces, manipulates, and stores local government records by using a computer.

Data file - Related numeric, textual, sound, or graphic information that is organized in a strictly prescribed form and format.

Text documents - Narrative or tabular documents, such as letters, memorandums, and reports, in loosely prescribed form and format.

Database - (a) collection of digitally stored data records, (b) collection of data elements within records within files that have relationships with other records within other files.

Database Management System (DBMS) - Set of programs designed to organize, store, and retrieve machine-readable information from a computer-maintained database or data bank.

Responsibilities
City departments are responsible for establishing and maintaining procedures to ensure that information maintained on electronic systems, regardless of whether the information is maintained in a mainframe environment or on a PC, is accessible and retrievable.  Procedures should include provisions for the receipt of documents sent through networks, whether interdepartmental, intra departmental, or from outside organizations.  The procedures must, as a minimum:

· Ensure that the official file copy of text documents or data used to generate the official file copy:

(1)
provide method for authorized users to retrieve desired documents;

(2)
provide security to ensure integrity of documents;

(3)
provide standard interchange format to allow exchange of documents on electronic media among the City departments using difference software/operating systems;

(4)
provide method to ensure that the  records maintained on electronic system can be correlated with related papers on paper, microfilm, or other media.

· Ensure that the accuracy, completeness, and accessibility of information are not lost prior to the approved destruction date, as shown on departmental records retention schedules, because of changing technology or media deterioration by:

(1)
periodically recopying to the same electronic media as required, and/or transferring data from an obsolete technology to a supportable technology; and,

(2)
providing backward system compatibility to the data in the old system, and/or converting data to media that the system upgrade and/or replacement can support.

· Provide for the periodic backup of records residing on a PC.  Magnetic tape, CD-ROMs, or floppy disks may be used to store backups, but floppy disks and CD-ROMs may only be used  used in addition to retaining the record copy on paper or microfilm.  Magnetic tape used to store backups must be maintained in accordance with Texas Administrative Code, Title 13, 

Chapter 7, Section 7.76.  Additionally, any data maintained on CD-ROMs, must be recopied a minimum of once every 10 years.  

· Provide for attachment of external labels to media used for backup that includes following:

(1)
name or other identifier indicating department and/or unit responsible for the records;

(2)
descriptive title of contents;

(3)
dates of creation of records and authorized disposition date, if appropriate;

(4) 
date of creation of backup;

(5)
security classification, if any;

(6)
identification of software (to include specific application if appropriate) and hardware used; and,

(7)
system title, including the version number of the application.

· Ensure magnetic storage media previously used for electronic records containing confidential information are not reused if the previously recorded information can be compromised by reuse in any way.

· Ensure that information recorded on an optical Write-Once-Read-Many (WORM) system is maintained in accordance with, and meets the requirements of Texas Administrative Code, Title 13, Chapter 7, and the City of San Angelo Electronic Records Program Plan.

Records Management Officer

The Records Management Officer for the City of San Angelo is responsible for:

· Administration of the City of San Angelo Electronic Records Program Plan; 

· Assuring departments are cognizant of the requirements of Local Government Code, Chapter 205;

· Issuing the City of San Angelo Electronic Records Program Plan to City departments and each  Records Liaison;

· Providing guidance to Records Liaisons in the implementation of the program within their departments; 

· Assuring that electronic records scheduled for destruction are disposed of in accordance with approved Records Retention Schedules and in a manner that ensures protection of any confidential information;

· Revising the Electronic Records Program as required to assure policy  and procedures is compatible with current the City’s electronic records storage requirements; and,

· Assuring the City’s Electronic Records Program meets the intent of, and is in compliance with, Texas Administrative Code, Title 13, Chapter 7, “Electronic Records Standards and Procedures.” 


Data Processing Department

The Data Processing Department is responsible for establishing procedures to ensure that City records residing on the mainframe are accessible and retrievable at any later date.  Records must display, print, or be abstractly represented as they originally appeared at the time of creation and/or initial receipt.  Procedures must include, as a minimum, provisions that:

· Establish and maintain up-to-date technical documentation for the mainframe hardware and software that produce, use, and store data and text files to ensure availability, readability, and integrity of the record data.  Minimum documentation, as required by Texas Administrative Code, Title 13, Chapter 7, “Electronic Records Standards and Procedures,” is:

(1)
a narrative description of the system;

(2)
physical and technical characteristics of the records, including a record layout that describes each field including name, size, starting or relative position, and a description of the form of the data (such as alphabetic, zoned decimal, packed decimal, or numeric), or a data dictionary, or the equivalent information associated with a database management system including a description between data elements in databases; and,

(3)
any other technical information needed to read or process the records.

· Establish and maintain electronic records security program for office and storage areas that:

(1)
ensures only authorized personnel have access to electronic records

(2) 
provides for backup and recovery of records to protect against information loss;

(3)
ensures personnel are trained to safeguard confidential electronic records;

(4)
minimizes risk of unauthorized alteration or erasure of electronic records;

(5) 
documents that similar kinds of records generated and stored electronically are created by the same processes each time and have a standardized retrieval approach.

· Ensure that for records stored on rewritable electronic media, read/write privileges are controlled and that an audit trail of rewrites is maintained.

· Ensure a duplicate copy of essential records and any software or documentation required to retrieve and read the records are maintained in a storage area in a separate building from the building housing the Data Processing Department.

· Ensure the maintenance of backup of electronic media stored offsite meets the requirements of Texas Administrative Code, Title 13, Chapter 7, as follows:

(1)
Magnetic computer tapes must be tested and verified no more than 6 months prior to using them to store electronic records.

(2)
Storage areas for electronic media must be maintained at 65 degrees Fahrenheit to 75 degrees Fahrenheit, and 30% to 50% relative humidity.

(3)
As appropriate, a 10% random sample, or a sample size of 50 magnetic tapes, whichever is less, of all magnetic computer tapes must be read annually to identify any loss of data and to discover and correct the causes of data loss;

(4)
Data maintained on magnetic tape is recopied onto new tape or used tape a minimum of once every three years.

· Provide for attachment of external labels to media used for backup that includes following:

(1)
name or other identifier indicating department and/or unit responsible for the records;

(2)
descriptive title of contents;

(3)
dates of creation of records and authorized disposition date, if appropriate;



(4) 
date of creation of backup;

(5)
security classification, if any;

(6)
identification of software (to include specific application if appropriate) and hardware used; and,

(7)
system title, including the version number of the application.

· Maintain information for electronic media used to store permanent electronic records, if any, that includes following:

(1)
file title(s);

(2)
dates of coverage;

(3)
the recording density;

(4)
type of internal labels;

(5)
volume serial number, if applicable;

(6)
the number of tracks;

(7)
character code/software dependency;

(8)
information about block size;

(9)
sequence number, if the file is part of a multi-media set; and,

(10)
relative starting position of date, if applicable.

· Ensure that any software, hardware and/or any documentation, including maintenance documentation required to retrieve and read the electronic records are retained until notified by responsible record holder that the approved retention period for the stored electronic records has expired.

· Ensure magnetic storage media previously used for electronic records containing confidential information are not reused if the previously recorded information can be compromised by reuse in any way.

Program Controls and Monitoring
The Records Management Officer is responsible for the administration of this program, including review of departmental procedures as required by this Plan, and the monitoring of the program to ensure compliance with Texas Administrative Code, Title 13, Chapter 7, “Electronic Records Standards and Procedures,” and for the revision of the program as required.
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